SECURITY SOLUTIONS

Security Analytics
for the Enterprise
DNIF provides you a next generation security analytics
platform to defend against cyber threats.

In the ever changing Threat Landscape, performing a post-facto RCA and Remediation
is not sufﬁcient. Enterprises would need Real-Time Security Analytics to pro-actively
detect and respond to potential complex threats.

What is DNIF
DNIF is an Integrated Analytics & Threat Defense Platform, that brings Advanced Big Data
Analytics, Threat Detection and Enabled Response into the next generation SOC.
Built grounds up on a Big Data platform, DNIF has the unique ability to respond faster to queries
while managing huge volumes of data. DNIF provides end to end capability from receiving
unstructured data to indexing & querying the store and to deploy complex rules to detect cyber
threats.

Advantages of Big Data Security Analytics
Using a Big Data technology over traditional RDBMS systems for Security Analytics lends several
advantages. DNIF enables Enterprises to setup,
Advanced SIEM Platform: DNIF can function as a comprehensive SIEM Solution with pre-built
Correlation rules created to identify different cyber threats and capability to deploy custom rules.
DNIF has the complete workﬂow from Monitoring to Remediation & Response.

Why RDBMS based
SIEMs won’t work?
Fixed Schema: The ﬁxed
schema of RDBMS systems
makes it challenging to
integrate a large number of logs,
especially custom application
logs.
Speed & Scale: RDBMS
systems are not designed for
the scale of data generated
today and respond fast enough
for the analysts.
Cost: Traditional SIEM tools are
way too expensive for
organizations to deploy across
IT systems. This leaves
backdoors open for attackers.

Hunting & Incident Forensics: Active Hunting is an important feature of DNIF. It can help users
keep searching the data-set for new potential threats. As opposed to traditional systems where
users have to use separate or open source tools for Hunting, DNIF offers a seamless experience
within the same solution.
Contextual Threat Intelligence: DNIF has the unique ability for in-stream data enrichment. The
enrichment can be Geo-Tags, Threat Feeds or even User deﬁned ﬁelds. This ensures that the
datastore has a lot more contextual information which is very important during threat detection.
Orchestrate Workﬂows: DNIF has an open API based framework. Using “fnExchange” the open
source project by Netmonastery, DNIF can very easily integrate with any application in the ecosystem. This feature can be effectively used to automate and orchestrate manual processes.
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Infrastructure

Process Flow - DNIF deployed as a Security Analytics processing Data generated by different log sources in
an Enterprise.
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ENTERPRISE SOLUTIONS

Frequently Asked Questions:

More About DNIF

Q: How complex is it to deploy and send data to DNIF?
A: DNIF works on Docker. Installation can be completed in a SINGLE COMMAND! You can send
data to DNIF in any format like syslog, text ﬁles, JSON or even bulk uploads. Data can be sent over
TCP, HTTP or UDP. We provide a comprehensive resource kit for users to deploy and integrate data
sources in DNIF.

Components

Q: I have a number of different devices, can all of these be integrated?
A: We have provided detailed processes to integrate several types of log sources like Firewalls,
Antivirus, Operating Systems, Database, IDS/IPS etc. The list also covers most major OEMs like
Cisco, Symantec, Fortinet etc. You can visit our documentation page to follow a step-wise
procedure to integrate these devices into DNIF.
Q: What if my device is not listed?
A: You can reach out to our team mentioning your device name. We will provide you the integration
procedure along with the relevant parsers for any commercially available tool (Hardware /
Software) without any charges.
Q: Can custom application logs be also integrated?
A: Yes. You can easily build parsers for custom applications. DNIF can capture all ﬁelds in the log
event as we do not have any dependency on a ﬁxed schema unlike RDBMS based SIEM tools.
Q: Do I get any pre-deﬁned security rules?
A: Yes! Users have access to a library of pre-deﬁned rules which can be very easily deployed on your
environment. The query language for DNIF is a very simple allowing users to create custom rules.
Q: How much can this solution scale?
A: DNIF is based on Big Data. So it can scale to 1000s of Terabytes of data very easily.
Q: What kind of hardware would be needed to use DNIF?
A: DNIF works on industry standard hardware. For smaller implementations you can work with a
single server/VM. The solution can scale horizontally as your requirements increase. For example,
you can process about 2TB of Data in a single 12 Core, 64GB RAM Instance!
Q: Can this work on my cloud servers?
A: Yes DNIF can easily be deployed over cloud based systems. It can also be deployed on-premise
on physical/virtual machines.
Q: Can I try using DNIF to see how it works?
A: Infact you can use it free for ever!! DNIF is available absolutely free to use for processing 100GB
of data month on month. Just sign up on www.dnif.it and start dnif’ing.

Adapter (AD) - Receives data,
parses & enriches them before
sending it to the Datastore.
Datastore (DS) - Indexes and

stores the data. It manages
query response, performance
and availability functions.
Correlator (CR) - Schedules

queries for the Rules, Widgets
and Reports on the Datastore.
Deployment Options
On Premise - All components can

be deployed on-premise.
Analysis is done locally,
monitoring can be done
remotely.

On Cloud - Logs can be sent to

the cloud instances. Analysis
and monitoring can be done
remotely.

Multi-Site - Deployments can be
done in a centralized or decentralised manner. Monitoring
can be done on a single pane.

Scalibility
A10 - All components reside in a

single instance. We call it All in
One (A10). Suitable upto 2TB
Monthly Data.
Distributed Setup - For larger

setups, all components can be
deployed separately with
horizontal scalability.

Q: What if I want to use beyond 100GB per month?
A: Simple, you can sign up for any of the available Support Plans - Community, Standard or
Enterprise and you can use it to process as much data as you want. You only pay as per your
monthly usage, which means that there is no upfront investment.

Free Forever
upto 100 GB per month
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